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We don’t just help you become compliant. We help you take
control of your security future.

Your Security Future
With all the noise around CMMC 2.0 it can be difficult to understand where your company fits. Let us make things simpler, everything you do

to become compliant will come down to either a technical control (i.e. Antivirus) or a policy (i.e. Computer Use Policy).
We will guide you in determining the policies needed to be complaint. If a policy is not sufficient to cover a subject, we will recommend a
technical control.

Why do we try for policy first? It’s more cost effective and easier for you to track. We prefer to put you in control of your Security Future.

An FAQ, of sorts
Own your documentation // Always available

At the end of your engagement, regardless of who you choose to help you with CMMC compliance, there

will be a lot of documents. The next questions become:

e  How will I keep it all updated?

e What will the next year bring for changes? J
e  Will I have a hefty annual fee for maintenance? ,
e Do I have access to the documents, and can I modify them myself or do I need costly resources? T

With ICS Data you don’t have to worry about costly annual maintenance or document management. We provide an industry leading
online documentation tool, licensed under your company, that holds all the compliance items needed for you to maintain compliance. We

also offer low-cost annual reviews and rewrites if you prefer to be hands off. The option is yours.

Why us?
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Certified Security
Professionals

We provide a team of experts that
have assisted federal and state agencies
obtain a range of industry

certifications

cmmc@icsdata.com

We are Complaint

We practice what we preach and
maintain CMMC Level 2, HIPAA, and

SOC 2 compliance at our organization

| www.icsdata.com |

We are Prequalified

We are an approved vendor on the
Michigan Economic Development
Corporation's ~ Michigan  Defense
Center to provide CMMC consulting

services

616.844.0245
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CMMC 2.0 Timeline and Process

For the last 30 years, ICS Data has been focused on providing the best IT solutions and service on a better timeline than
our competitors. CMMC compliance is no different. We have streamlined assessments, quoting, technology onboarding,
and policy creation to provide an aggressive timeline to completion. We provide a complete experience covering all 14

CMMC domains. We’ve included an example timeline and overall process below for you.
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Access Control Awareness & Audit and Accountability Configuration Identification and
(AC) Training (AT) (AU) Management (CM) Authentication (IA)
Incident Maintenance (MA) Media Protection (MP) Personnel Security Physical Protection
Response (IR) (PS) (PE)
Risk Assessment | Security Assessment | System Communications | System Integrity (SI)
(RA) (CA) Protection (SC)
01 - Assess 02 - Recommend 03 - Develop
Start 01/01/2023 01/07/2023 01/14//2023 01/31/2023 03/31/2023 04/31/2023
Perform Assessment Provide Recommendations Create the SSP POA&M Development

The assessment involves 2 to
3 virtual or in person
meetings to determine
where your company
currently stands with
CMMC requirements.

cmmc@icsdata.com |

Our cyber security
professionals review your
assessment and provide
recommendations through
conversations with you
about how to make CMMC
work best for your company.

Deliverables

e Gap Analysis

o SPRS Score

e A detailed quote for
any requested IT or
policy services

www.icsdata.com |

Your System Security Plan (SSP)
is your playbook for how your
organization implements
CMMC. We write this on your
behalf, with your assistance. The
SSP is stored in an online
documentation tool for revisions
and easy access.

Deliverables

¢ System Security
Plan

POA&M development begins in
the background while your SSP
is being developed. Once the
SSP is completed, your Plan of
Action and Milestones
(POA&M) is generated,
detailing any security tasks that
still need to be accomplished.
Your POA&M is also stored
online for easy access and
revisions.

Deliverables

e Plan of Action and
Milestones

616.844.0245



